








If “no,” what position is responsible for management of, and compliance with,
Your privacy policies?

6. Within the past two (2) years, have You passed an outside privacy audit or have

|:|Yes |:|N0

You received a privacy certification?: If “yes,” please attach a copy

7. Within the last year, have You completed an internal audit or assessment to
determine Your compliance with regulations and laws concerning the
protection of privacy rights?

|:|Yes |:|N0

If “yes,” have all recommendations or issues been resolved?

|:|Yes |:|N0

If all recommendations have not been complied with, please describe the recommendation(s), outline timetable for
compliance or explain why the recommendation(s) will not be implemented (attach a separate sheet if necessary)

8. Within the last year, have You completed an internal audit or assessment to
determine compliance with Your privacy policy?

|:|Yes |:|N0

If “yes,” have all recommendations or issues been resolved?

|:|Yes |:|N0

If all recommendations have not been complied with, please describe the recommendation(s), outline timetable for
compliance or explain why the recommendation(s) will not be implemented (attach a separate sheet if necessary)

9. Do You have a document retention and destruction policy?

|:|Yes |:|N0

10. Do You have and enforce clean desk policy?
licy only applies to selected areas, please describe:

|:|Yes for all areas
|:|Yes in selected areas

|:|N0

11. Do You restrict employee access to consumer, and customer files (as applicable)
to employees with a business-need to know basis?

|:|Yes |:|N0

12. Do You provide training for employees on privacy, data security and
related issues?

|:|Yes |:|N0

13. Have You entered into any data sharing or interchange agreements with another
entity?

Do You require others providing data processing or technology services to You
to sign a data sharing or interchange agreements, or do You otherwise address
responsibility for securing data in Your written contracts with such entities?

Are all contracts reviewed by legal counsel?

If Yes, to 13.a. or 13.b. above, attach a copy of Your standard contract.

|:|Yes |:|N0

|:|Yes |:|N0
|:|Yes |:|N0

14. Do Your contracts with vendors and others with whom You share Personally
Identifiable Information require the other party to defend and indemnify You
for legal liability arising from any release or disclosure of the information due
to the negligence of the vendor or other party?

Do You require vendors to maintain professional liability insurance?

|:|Yes |:|N0

|:|Yes |:|N0
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15. Do You require all vendors to whom You outsource technology or data processing functions to
demonstrate adequate security of computer systems?

[ INo [ Vendor must supply SAS 70 [ Vendor must provide security audit
|:|Security is assessed by internal staff [ ]Other (describe:

16. In all cases, does the Applicant’s hiring process include the following? (please check all that apply)
All Emplovees Some Emplovees*  All Independent Contractors  Not Required
Criminal Convictions: |:| |:| |:|
Educational Background: |:| |:| |:|
Credit Check: [] [] []
Drug Testing: |:| |:| |:|
Work History: |:| |:| |:|

* If hiring procedures are only required in some cases, please describe when such item is required: |

[]
[]
[]
[]
[]

17. Do You sell, or otherwise release consumer or client information to:
A. Reclated entities? |:| Yes |:| No
B. Outside entities? |:| Yes |:| No

If “yes” to A or B above, in all cases is Your agreement to sell or release such | [ ] Yes [ ]No
information subject to a written agreement?
Please attach a copy of Your written agreement to sell or release information. If no written agreement is required,

please describe the exact circumstances when written agreements are not required (attach a separate sheet if necessary).

L

18.  During the past three (3) years, has anyone filed suit or made a claim against | [ | Yes [ ]No
You with regard to invasion or interference with rights of privacy, wrongful
disclosure of personal information, or which might otherwise result in a claim
against you with regard to issues related to the Insurance Sought?

If “yes,” explain:

Vl. MEDIA LIABILITY

Complete this section if You are applying for Internet Media, or Multimedia Liability,

1. In the past two (2) years, have You been given notice of Your potential infringement of
another party’s intellectual property (IP) rights, including without limitation, copyright or
trademark infringement? [] Yes [1No

If “Yes,” attach a copy of each and every such notice of potential infringement.

2. Do You have a review process in place to screen material, including but not limited to digitized content, for the following
offenses prior to any dissemination, publication, broadcast, utterance, or distribution? (check all that apply)

|:| Copyright Infringement |:| Trademark Infringement |:| Domain Name Infringement

[ ] Libel or Slander [ ] Privacy Violations [ ] Violation of rights of publicity

Are reviews conducted by, or under the supervision of, a qualified attorney? [ ]Yes [ 1No
3. Do Your Intellectual Property (IP) protection or compliance procedures include the following:

A. periodic IP audit done by legal/business staff or outside counsel? [ ]Yes [ 1No

B. training of employees regarding copyright & trademark issues? [ ]Yes [ 1No

C. periodic legal review of applicable privacy laws? [ ]Yes [ 1No
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D. acquisition of all necessary IP rights via licenses, releases or consents?

|:| Yes

|:|N0

E. providing materials to employees explaining the ownership rights in IP created by

Your employees?

|:| Yes

|:|N0

F. trademark searches by employees?

|:| Yes

|:|N0

G. trademark searches by professional search firm?

|:| Yes

|:|N0

H. copyright searches by employees?

|:| Yes

|:|N0

I. copyright searches by professional search firm?

|:| Yes

|:|N0

4. Have You acquired any companies, subsidiaries or operations in the last 3 years?

|:| Yes

|:|N0

If Yes, were all acquired trademarks evaluated for possible infringement issues?

|:| Yes

|:|N0

5. Do You require contractors, vendors or others whom provide You with copyrightable material to:

[ ]N/A

A. assign or license You their rights to any copyrightable material, in writing?

|:| Yes

|:|N0

B. warrant that their work does not violate another party’s IP rights?

|:| Yes

|:|N0

C. indemnify You should an IP infringement claim be made against You?

|:| Yes

|:|N0

D. hold You harmless should an IP infringement claim be made against You?

|:| Yes

|:|N0

6. Does Your website include chatrooms, bulletin boards or otherwise allow users to post or

upload content?

|:| Yes

|:|N0

If “Yes,™
A. Is such content reviewed prior to publication?
B. Do You have a procedure to review content after publication?

C. Do You have a procedure to remove infringing, libelous, or otherwise controversial

materials?

|:| Yes
|:| Yes

|:| Yes

|:|N0
|:|N0

|:|N0

7. Do You allow employees or others to post material to web log (aka “Blog™)?

If “Yes,” is all content of the web logs reviewed by an attorney prior to publication?

|:| Yes
|:| Yes

|:|N0
|:|N0

8. Do You comply with the safe harbor provisions of Section 512 of the DMCA?

|:| Yes

NA

|:|N0

[

If “Yes,” is Your compliance with the DMCA regularly reviewed by an attorney?

|:| Yes

|:|N0

VII. HISTORICAL INEFORMATION

1. Has any insurance carrier ever cancelled or non-renewed a policy that provided the same or
similar coverage as the Insurance Sought? (MISSOURI APPLICANTS NEED NOT
REPLY)

|:| Yes

|:|N0

If “Yes,” explain:

2. Are You aware of any actual or alleged fact, circumstance, situation, error or omission, or

issue which might give rise to a claim against You under the Insurance Sought?

|:| Yes

|:|N0

If “Yes,” explain:

3. Has any claim, demand, lawsuit, arbitration, litigation, bankruptcy, administrative
proceeding or regulatory proceeding been made or initiated against You, that might have
given rise to a claim under the Insurance Sought if the same or similar insurance coverage

was 1n force?

|:| Yes

|:|N0

If “Yes,” explain:
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4. During the past three (3) years, have You experienced an interruption or suspension of
Your computer system for any reason (not including downtime for planned maintenance),
which exceeded 4 hours? |:| Yes |:| No

If “Yes,” explain:

5. Do You currently have any policy providing coverage for network security liability, or | [_] Yes [ 1No
media liability?

If “Yes,” attach a separate document which lists for each policy: (a) insurer’s name; (b) the policy period; (c) the
policy limits; (d) the retention; and (e) the retroactive date.

6. Have You reported any occurrences, claims or losses to any insurer in the past five years that provided the same or
similar insurance to the Insurance Sought? |:| Yes |:| No

If “Yes,” please attach a separate document with respect to each such occurrences, claim or loss providing: (a) a
description; (b) the name of the insurer and policy; (c¢) the amount of damage, expenses or other loss suffered as a
result of occurrences, claim or loss; (d) and the amount paid by the insurer to whom notice was provided (if any)

VIII. ADDITIONAL DOCUMENTS AND INFORMATION INCORPORATED BY REFERENCE

ALL WRITTEN STATEMENTS, MATERIALS OR DOCUMENTS FURNISHED TO THE INSURER IN CONJUNCTION
WITH THIS APPLICATION, REGARDLESS OF WHETHER SUCH DOCUMENTS ARE ATTACHED TO THE POLICY,
ARE HEREBY INCORPORATED BY REFERENCE INTO THIS APPLICATION AND MADE A PART HEREOF,
INCLUDING WITHOUT LIMITATION ANY SUPPLEMENTAL APPLICATIONS OR QUESTIONNAIRES.

ANY SECURITY ASSESSMENT, ALL REPRESENTATIONS MADE WITH RESPECT TO ANY SECURITY
ASSESSMENT, AND ALL INFORMATION CONTAINED IN OR PROVIDED BY APPLICANT WITH RESPECT TO
ANY SECURITY ASSESSMENT, REGARDLESS OF WHETHER SUCH DOCUMENTS, INFORMATION OR
REPRESENTATIONS ARE ATTACHED TO THE POLICY, ARE HEREBY INCORPORATED BY REFERENCE INTO
THIS APPLICATION AND MADE A PART HEREOF.

IX. LEGAL NOTICE AND SIGNATURES

BEFORE YOU SIGN THIS APPLICATION, READ THESE NOTICES CAREFULLY AND DISCUSS WITH YOUR
BROKER IF YOU HAVE ANY QUESTIONS.

FOR THE PURPOSES OF THIS APPLICATION, THE UNDERSIGNED DULY AUTHORIZED REPRESENTATIVE OF
ALL PERSON(S) OR ENTITIES PROPOSED FOR THIS INSURANCE DECLARES THAT, TO THE BEST OF HER/HER
KNOWLEDGE AND BELIEF, AFTER REASONABLE INQUIRY, THE STATEMENTS IN THIS APPLICATION, AND IN
ANY ATTACHMENTS, ARE TRUE AND COMPLETE

THE UNDERSIGNED DULY AUTHORIZED REPRESENTATIVE AGREES THAT IF THE STATEMENTS AND
INFORMATION SUPPLIED ON THIS APPLICATION OR INCORPORATED BY REFERENCE CHANGES BETWEEN
THE DATE OF THIS APPLICATION AND THE EFFECTIVE DATE OF THE INSURANCE, HE/SHE (UNDERSIGNED)
WILL, IN ORDER FOR THE INFORMATION TO BE ACCURATE ON THE EFFECTIVE DATE OF THE INSURANCE,
IMMEDIATELY NOTIFY THE INSURER OF SUCH CHANGES, AND THE INSURER MAY WITHDRAW OR MODIFY
ANY OUTSTANDING QUOTATIONS AND/OR AUTHORIZATIONS OR AGREEMENTS TO BIND THE INSURANCE.

SIGNING OF THIS APPLICATION DOES NOT BIND THE APPLICANT OR THE INSURER TO COMPLETE THE
INSURANCE, BUT IT IS AGREED THAT THIS APPLICATION AND ANY INFORMATION INCORPORATED BY
REFERENCE HERETO, SHALL BE THE BASIS OF THE CONTRACT SHOULD A POLICY BE ISSUED, AND IS
INCORPORATED INTO AND IS PART OF THE POLICY.

SHOULD INSURER ISSUE A POLICY, APPLICANT AGREES THAT SUCH POLICY IS ISSUED IN RELIANCE UPON
THE TRUTH OF THE STATEMENTS AND REPRESENTATIONS IN THIS APPLICATION OR INCORPORATED BY
REFERENCE HEREIN. ANY MISREPRESENTATION, OMISSION, CONCEALMENT OR INCORRECT STATEMENT
OF A MATERIAL FACT, IN THIS APPLICATION, INCORPORATED BY REFERENCE OR OTHERWISE, SHALL BE
GROUNDS FOR THE RESCISSION OF ANY POLICY ISSUED.
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NOTICE TO APPLICANTS: ANY PERSON WHO KNOWINGLY AND WITH INTENT TO DEFRAUD ANY
INSURANCE COMPANY OR OTHER PERSON FILES AN APPLICATION FOR INSURANCE OR STATEMENT OF
CLAIM CONTAINING ANY MATERIALLY FALSE INFORMATION OR, CONCEALS, FOR THE PURPOSE OF
MISLEADING, INFORMATION CONCERNING ANY FACT MATERIAL THERETO, COMMITS A FRAUDULENT ACT,
WHICH IS A CRIME AND MAY SUBJECT SUCH PERSON TO CRIMINAL AND CIVIL PENALTIES.

STATE FRAUD DISCLOSURES:

NOTICE TO ARKANSAS AND NEW MEXICO APPLICANTS: ANY PERSON WHO KNOWINGLY PRESENTS A
FALSE OR FRAUDULENT CLAIM FOR PAYMENT OF A LOSS OR BENEFIT, OR KNOWINGLY PRESENTS FALSE
INFORMATION IN AN APPLICATION FOR INSURANCE IS GUILTY OF A CRIME AND MAY BE SUBJECT TO FINES
AND CONFINEMENT IN PRISON.

NOTICE TO COLORADO APPLICANTS: IT IS UNLAWFUL TO KNOWINGLY PROVIDE FALSE, INCOMPLETE,
OR MISLEADING FACTS OR INFORMATION TO AN INSURANCE COMPANY FOR THE PURPOSE OF
DEFRAUDING OR ATTEMPTING TO DEFRAUD THE COMPANY. PENALTIES MAY INCLUDE IMPRISONMENT,
FINES, DENIAL OF INSURANCE, AND CIVIL DAMAGES. ANY INSURANCE COMPANY OR AGENT OF AN
INSURANCE COMPANY WHO KNOWINGLY PROVIDES FALSE, INCOMPLETE, OR MISLEADING FACTS OR
INFORMATION TO A POLICYHOLDER OR CLAIMANT FOR THE PURPOSE OF DEFRAUDING OR ATTEMPTING
TO DEFRAUD THE POLICYHOLDER OR CLAIMANT WITH REGARD TO A SETTLEMENT OR AWARD PAYABLE
FROM INSURANCE PROCEEDS SHALL BE REPORTED TO THE COLORADO DIVISION OF INSURANCE WITHIN
THE DEPARTMENT OF REGULATORY AUTHORITIES.

NOTICE TO DISTRICT OF COLUMBIA APPLICANTS: WARNING: IT IS A CRIME TO PROVIDE FALSE OR
MISLEADING INFORMATION TO AN INSURER FOR THE PURPOSE OF DEFRAUDING THE INSURER OR ANY
OTHER PERSON. PENALTIES INCLUDE IMPRISONMENT AND/OR FINES. IN ADDITION, AN INSURER MAY
DENY INSURANCE BENEFITS IF FALSE INFORMATION MATERIALLY RELATED TO A CLAIM WAS PROVIDED
BY THE APPLICANT.

NOTICE TO FLORIDA APPLICANTS: ANY PERSON WHO KNOWINGLY AND WITH INTENT TO INJURE,
DEFRAUD, OR DECEIVE ANY INSURER FILES A STATEMENT OF CLAIM OR AN APPLICATION CONTAINING
ANY FALSE, INCOMPLETE OR MISLEADING INFORMATION IS GUILTY OF A FELONY IN THE THIRD DEGREE.

NOTICE TO KENTUCKY APPLICANTS: ANY PERSON WHO KNOWINGLY AND WITH INTENT TO DEFRAUD
ANY INSURANCE COMPANY OR OTHER PERSON FILES AN APPLICATION FOR INSURANCE CONTAINING ANY
MATERIALLY FALSE INFORMATION, OR CONCEALS FOR THE PURPOSE OF MISLEADING, INFORMATION
CONCERNING ANY FACT MATERIAL THERETO, COMMITS A FRAUDULENT INSURANCE ACT, WHICH IS A
CRIME.

NOTICE TO LOUISIANA APPLICANTS: ANY PERSON WHO KNOWINGLY PRESENTS A FALSE OR
FRAUDULENT CLAIM FOR PAYMENT OF A LOSS OR BENEFIT OR KNOWINGLY PRESENTS FALSE
INFORMATION IN AN APPLICATION FOR INSURANCE IS GUILTY OF A CRIME AND MAY BE SUBJECT TO FINES
AND CONFINEMENT IN PRISON.

NOTICE TO MAINE APPLICANTS: IT IS A CRIME TO KNOWINGLY PROVIDE FALSE, INCOMPLETE OR
MISLEADING INFORMATION TO AN INSURANCE COMPANY FOR THE PURPOSE OF DEFRAUDING THE
COMPANY. PENALTIES MAY INCLUDE IMPRISONMENT, FINES OR A DENIAL OF INSURANCE BENEFITS.

NOTICE TO NEW JERSEY APPLICANTS: ANY PERSON WHO INCLUDES ANY FALSE OR MISLEADING
INFORMATION ON AN APPLICATION FOR AN INSURANCE POLICY IS SUBJECT TO CRIMINAL AND CIVIL
PENALTIES.

NOTICE TO NEW YORK APPLICANTS: ANY PERSON WHO KNOWINGLY AND WITH INTENT TO DEFRAUD
ANY INSURANCE COMPANY OR OTHER PERSON FILES AN APPLICATION FOR INSURANCE OR STATEMENT
OF CLAIM CONTAINING ANY MATERIALLY FALSE INFORMATION, OR CONCEALS FOR THE PURPOSE OF
MISLEADING, INFORMATION CONCERNING ANY FACT MATERIAL THERETO, COMMITS A FRAUDULENT
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INSURANCE ACT, WHICH IS A CRIME, AND SHALL ALSO BE SUBJECT TO A CIVIL PENALTY NOT TO EXCEED
FIVE THOUSAND DOLLARS AND THE STATED VALUE OF THE CLAIM FOR EACH SUCH VIOLATION.

NOTICE TO OHIO APPLICANTS: ANY PERSON WHO, WITH INTENT TO DEFRAUD OR KNOWING THAT HE IS
FACILITATING A FRAUD AGAINST AN INSURER, SUBMITS AN APPLICATION OR FILES A CLAIM CONTAINING
A FALSE OR DECEPTIVE STATEMENT IS GUILTY OF INSURANCE FRAUD.

NOTICE TO OKLAHOMA APPLICANTS: WARNING: ANY PERSON WHO KNOWINGLY, AND WITH INTENT TO
INJURE, DEFRAUD OR DECEIVE ANY INSURER, MAKES ANY CLAIM FOR THE PROCEEDS OF AN INSURANCE
POLICY CONTAINING ANY FALSE, INCOMPLETE OR MISLEADING INFORMATION IS GUILTY OF A FELONY
(365:15-1-10, 36 §3613.1).

NOTICE TO PENNSYLVANIA APPLICANTS: ANY PERSON WHO KNOWINGLY AND WITH INTENT TO
DEFRAUD ANY INSURANCE COMPANY OR OTHER PERSON FILES AN APPLICATION FOR INSURANCE OR
STATEMENT OF CLAIM CONTAINING ANY MATERIALLY FALSE INFORMATION OR CONCEALS FOR THE
PURPOSE OF MISLEADING, INFORMATION CONCERNING ANY FACT MATERIAL THERETO COMMITS A
FRAUDULENT INSURANCE ACT, WHICH IS A CRIME AND SUBJECTS SUCH PERSON TO CRIMINAL AND CIVIL
PENALTIES.

NOTICE TO TENNESSEE AND VIRGINIA APPLICANTS: IT IS A CRIME TO KNOWINGLY PROVIDE FALSE,
INCOMPLETE OR MISLEADING INFORMATION TO AN INSURANCE COMPANY FOR THE PURPOSE OF
DEFRAUDING THE COMPANY. PENALTIES INCLUDE IMPRISONMENT, FINES AND DENIAL OF INSURANCE
BENEFITS.

The undersigned is a duly authorized representative of the Applicant and hereby acknowledges that reasonable inquiry has been
made to obtain the answers herein which are true, correct, and complete to his/her best knowledge and belief.

Signed
(Duly authorized representative, by and on behalf of the Applicant)

Date

Title Organization:
(must be signed by an authorized officer) (organization’s seal)

Attest

(Duly authorized representative, by and on behalf of the Applicant)
Producer
License Number
Address
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